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Research of enhancing privacy protection on confused data
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Abstract: Aiming at the security of data privacy protection, the paper puts a protective mechanisms of private data based on the data
confusion. Firstly, it introduces the relevant background and theoretical foundation. It then, discusses the adopted secondary data
confusion method of privacy protection, which proceeds the first simple confusion on the basis of random location replacement. The
second data confusion in view of the random orthogonal matrix idea. It provides the user with the accurate raw data through confus-
ing reversible transformation. The experiment showed that the mechanism provides the effective protection for private data and in-

creases the protective grades obviously.
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Fig.1 The method of privacy data protection
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Fig.2 The schematic diagram of confusion
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Fig.3 The privacy protection method
based on data confusion
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Fig.4 The process of data confusion
by random character extraction
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Tab.1 Original data
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Fig.5 The data obfuscation process
by random orthogonal matrix
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Fig.6 The inverse transformation for data confusion
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Fig.7 The relationship between data amount
and execution time in data confusion

B — i, SR xR AL b A IR ]
TR, SRIAE B LA B T HR R AL R A
H, REIHURE MBS BRAA LR & 2RI KR
W 8 Fra

X
S T s

80
60
40

20
0 | | | | |
40 60 80 100
B JE M 4 /%
8 BIRRBER EPHURBEMLLHI SR BBELLEXR
Fig.8 The relationship between the proportion of sensitive
attributes and privacy data security rate in data confusion
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